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Jack Freund, Jack Jones
“*Measuring and
Managing Information
Risk A FAIR Approach”
Elsevier, 2015

FAIR Factor Analysis of
Information Risk
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EDC

EDC Event Tree and Defense Tree Combined Method
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STAMP

MIT Nancy G. Leveson
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STAMP  System-Theoretic Accident Model and Process
http://www.ipa.go.jp/sec/reports/20160428.htmi



Basic STAMP

* Controllers use a process model to

determine control actions
Controller o _
* Unanticipated behavior often occurs
e when the process model is incorrect
Model

* Four types of inadequate control
Control ccodback actions:
Actions cedbac 1) Control commands are not given

2) Inadequate commands are given

3) Potentially correct commands but too
early, too late

4) Control action stops too soon or applied
too long

Controlled Process

Tends to be a good model of both software and human behavior

_____ =
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STAMP and STPA

STPA How do we find
Hazard < inadequate control
Analysis iIn a design?

Accidents are

STAMP Model caused by
inadequate control

STAMP  System-Theoretic Accident Model and Process

STPA: System Theoretic Process Analysis
38
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